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Abstract-In this study a feasibility analysis of a satellite-to-ground QKD link employing
the Decoy-State BB84 protocol for both LEO and MEO satellite constellations is presented.
Considering realistic atmospheric conditions and system assumptions, a comparison of the
QKD performance between low and medium satellite orbits over an existing OGS network
is reported.

1. INTRODUCTION

Quantum Key Distribution (QKD) as a method of sharing symmetric cryptographic
keys between two different end users gains more and more momentum. Since long-distance
QKD links are limited due to the exponential loss that light encounters while travelling in
optical fibers, satellite-based free space optical links seem to be a promising alternative,
allowing for improved loss-distance scaling [1]. Towards global scale quantum secured
networks, the long-term vision that should be pursued is to integrate the terrestrial
Quantum Communication Infrastructure (QCI) with a space one, where quantum
computers, simulators and sensors are interconnected via quantum communication
networks [2]. Recent research focusing on Low Earth Orbit (LEO) satellite-to-ground QKD
has proven the feasibility of such links with high Secure Key Rates (SKR) [3-8], whereas
experimental QKD downlink demonstrations have already been successfully performed [9-
12]. Even though LEO satellite links provide a better Signal-to-Noise Ratio (SNR),
resulting in higher SKRs, Medium Earth Orbit (MEO) satellites, providing an enhanced
visibility time window of approximately one hour contact time per MEO satellite [13],
might be able to overcome some weak aspects of LEO QKD downlinks, such as the time
demanding QKD initialization process and the finite key size effect. Although an
experimental demonstration of MEO to Ground QKD link have not been performed yet,
studies that focus on the feasibility of such links as well as single photon exchange from
medium Earth orbits have been presented [14-16].

We contribute to the above research direction by presenting a MEO satellite-to-
ground QKD feasibility analysis for two proposed wavelengths (1550nm, 800nm). In
addition, a comparison between LEO and MEO satellite QKD downlinks is discussed by
considering in both cases either a single satellite or a satellite constellation. As Optical
Ground Station (OGS) terminadsof fPiEa/0IObEEIW atorRaN-docated across Greece which
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participate in the European Quantum Communication Infrastructure (EuroQCI) initiative
and one observatory located in Spain, Tenerife, are investigated [17]. The atmospheric
channel is modeled under nighttime conditions to ensure a low background noise in the
receiver, taking into consideration various atmospheric effects such as turbulence and
cloud presence, whereas the locations of the LEO and MEO satellites are provided by a
developed Python based software tool [19]. The performance of the link is evaluated by
employing the Decoy-State BB84 QKD protocol [20] in terms of SKR and total number of
distilled yearly key bits. The obtained numerical results confirm that MEO satellites could
under certain conditions provide an alternative regarding satellite-to-ground QKD
downlinks. Employing the Decoy-State QKD protocol up to 2.88Gbits of secret keys can be
distilled over the period of one year between a MEO satellite constellation of 10 satellites
and an OGS.

This paper is organized as follows. In Section II, the LEO and MEO satellite
constellation’s physical structure and the OGS network are briefly presented. Section III
provides the overall system architecture, the modeling of the satellite-to-ground QKD
downlink, as well as the assumptions for the BB84 Decoy-State QKD protocol. Section IV
provides the selection and optimization of the setup components as well the results of this
work. Finally, sections V and VI discuss and conclude this work.

2. SATELLITE CONSTELLATION AND OGS ASSUMPTIONS

This study focuses on both low and medium Earth orbits to support the distillation of
symmetric encryption keys on optical ground terminals located on Earth. Since LEO
satellite QKD downlinks have been thoroughly examined the past few years [3-12], it seems
as a natural step to investigate the feasibility and the required conditions of a MEO-to-
ground satellite QKD link. LEO satellites provide an enhanced SNR compared to higher
orbits, which is an attractive advantage for a QKD link, especially due to minimized free
space losses. On the other hand, they exhibit a much shorter visibility time window per
satellite, resulting to a need of larger satellite constellations to achieve a continuous
communication with at least one satellite at a time. This would not only require for each
satellite to be equipped with QKD equipment, but also that the initialization of the QKD
link should be realized multiple times every hour. This could be a serious issue for various
QKD systems that require several minutes only to initialize the QKD link before the key
distillation procedure can begin [11]. On the contrary, MEO satellites have a much broader
visibility time window and can therefore provide continuous communications with less
satellites employed.

To model the physical parameters and characteristics of the LEO and MEO
satellite constellations a V-Python based software tool, which is briefly presented in [17],
has been used. By using this software tool, the position of each satellite at any given time
can be provided for various orbital heights and inclination of orbital planes. For the
modelling of the LEO satellite constellation an orbital inclination of 53°was used with all
satellites orbiting at an altitude of 550km. In the results a full constellation of up to one
hundred satellites orbiting at ten different orbital planes (ten satellites per orbital plane)
is examined. An extended work regarding this large-scale LEO satellite constellation is
presented in [17]. For the modeling of the MEO satellites an orbital height of 8063km, with
an inclination angle of 0.1°, similar to the O3b constellation was selected. In the results a
full constellation of up to ten satellites over a single orbital plane is examined. Finally, the
QKD sender station was selected to be located in the satellite nodes, since the Alice
components are usually less complex and bulky than Single Photon Detectors (SPDs) which
are required in the receiver’s side. The Space segment also establishes classical
communication channels (radio frequency or optical) between the satellite and the OGSs
for related protocol data exchange [18].

For the reception of the,weakegherent states prgpared at satellite payload, three
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optical ground terminals located across Greece and one in Spain were selected for the needs
of our study. The three stations located in Greece also participate in the European
Quantum Communication Infrastructure Initiative (Euro-QCI) which focuses on
constructing a single European QKD network that spans across various countries in
Europe [21,22]. The OGS are located in astronomical observatories which in turn are
located far from terrestrial infrastructure and can therefore provide a low background
noise radiance which can enhance the SNR of the received quantum signal. Figure 1.a.
depicts the location of these OGS and Figure 1.b. shows the elevation angle at which both
a LEO and a MEO satellite are seen for a single pass over the Helmos national
astronomical observatory, one of the darkest areas in Greece and Europe [23].
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Fig 1. a) Location of the four OGS across Europe. b) Elevation of a single LEO and MEO satellite
over 24 hours over the OGS of Helmos.

It is evident by figure 1.b) that a MEO satellite is visible with approximately the same
elevation angle at each pass whereas a LEO satellite may appear a different path, resulting
in a variation in the elevation angle over time. Finally, the details of the location, altitude

of each station as well as the telescope aperture diameter that were assumed are given in
Table 1.

TABLE L. OGSSs CHARACTERISTICS

# Ground Country Latitude, Altitude(m) Aperture
Station Longitude diameter(m)

1 Helmos Greece 37.98, 22.20 2340 2.28

2 Skinakas Greece 35.21, 24.89 1750 1.3

3 Cholomondas Greece 40.34, 23.50 850 1.2

4 Teide Spain 28.29, -16.51 2390 1.52

3. ATMOSPHERIC CHANNEL MODELING AND QKD PROTOCOL

This section provides the formulas that were used for the modeling of both LEO and MEO
satellite downlink.

3.1 CFLOS Probability

Cloud presence is one of the main attenuation mechanisms in optical communications

which can drastically deteriorate or completely interrupt the transmission of the optical

signal [24,25]. Since quantum pulses contain mean intensities of sub-photon level, it is

assumed that any cloud presence automatically stops the signal transmission and therefore

the distillation of the SKR. To estimate the Cloud Free Line of Site (CFLOS) probability,

cloud coverage statistics from ECMWF database over 4 years (2012-2015) are used. The
Proc. of SPIE Vol. 12777 127772N-4
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CFLOS probability is calculated by using the methodology reported in [24,25]. For the four
selected OGSs the CFLOS is provided in Table II.

TABLEII. CFLOS PROBABILITIES PER OGS

# Ground Station Country CFLOS
1 Helmos Greece 0.625
2 Skinakas Greece 0.723
3 Cholomondas Greece 0.3178
4 Teide Spain 0.813

3.2. Geometrical loss

Geometrical loss increases quadratically as the distance increases. For an orbiting
satellite, the satellite to ground distance is dependent on the elevation angle of the satellite
and can be calculated according to [26]:

d@) = Re(\/<H ; Re) —c0s%20—sinf ) (1

,where H(m) is the satellite’s altitude above Earth’s surface, R, (m) is the Earth’s radius
and @ (rad) is the elevation angle. To counter the high loss due to the long satellite to
ground links, especially for the case of MEO satellites, large telescope apertures should be
employed both in the transmitter and receiver side. The geometrical loss factor can be
calculated according to the following expression [27,28]:

Ageo = <4n 2(9)) o (nf ) x (W%) ©

,where Dr (m) is the receiver’s aperture diameter, w, = 21/m D, is the half-width beam
divergence angle (rad) for a gaussian beam, Dt (m) is the transmitter’s aperture diameter
and A is the wavelength of the transmitted signal.

3.3 Pointing loss

The satellite tracking inaccuracy results in an additional pointing loss. To estimate the
pointing loss, the Probability Density Function (PDF) of the received intensity is estimated
as follows [29,30]:

= Bp-1
p(lpp) =Bplyy, © 01, <1 3

,where I,, = B,/(B, + 1) and B, = w¢/4 o7 is the divergence pointing ratio, where w, is
the half-width divergence angle of the transmitted beam commuted for Gaussian beams
and o, (rad) is the pointing error variance. The total pointing error loss is calculated for a

specific outage probability p, according to the following expression [29]:
L, = po/Pr (4)

Proc. of SPIE Vol. 12777 127772N-5
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3.4 Atmospheric transmission

The atmospheric transmittance is also dependent on the elevation angle of the satellite,
since for low elevation angles the signal must travel a longer path through the atmosphere.
The atmospheric transmittance can be calculated according to the following expression
[28,30]:

La = Lzen(wl({ﬁ (5)

,where L,,, is the vertical link transmittance for a particular wavelength and ¢ (rad) is the
zenith angle of the link.

3.5 Scintillation Effect

The effect of scintillation can often deteriorate optical communications by causing
fluctuations in the received intensity. This effect is mitigated when larger apertures are
employed. The strength of the effect is characterized by the value of refractive index
structure parameter Cn? (m~%/3) as weak, moderate, and strong. In this study the case of
weak and moderate turbulence has been taken into consideration. In this case, the
fluctuation of the intensity in the receiver can be modeled by the log-normal distribution.
The value of the refractive index structure parameter has been calculated according to the
Hufnagel-Valley model, by taking into account the altitude of the OGS, as described in
[27,31]. The dependence of the scintillation effect to the elevation angle of the link is
expressed by the Rytov index which can be calculated as follows [31]:

7 11 Hrurp 5
0% = 2.25késec6 ({) Ch(R)(h — Hgg)sdh

Hgs

(6)

,where ¢ (rad) is the zenith angle, k (rad/m) is the wavenumber, Hy; (m) is the OGS altitude

and H,,,;, (m) is the turbulence altitude which is set to be 20km. For altitudes higher than
20km, the effect of turbulence can be neglected. The loss in dB due to the effect of
turbulence for a given outage probability p, is calculated according to the Kolmogorov
model by including the aperture averaging effect as follows [32]:

Le; =4.343[ erf1(2p, — 1)[2 In(o?; + 1)]% —%ln(az, +1)] 7

,where ¢/ corresponds to the scintillation index for a plane wave approximation [27,31].
3.6 Background Radiance

Since the selected OGSs are located away from the terrestrial environment, it is considered
that the background radiance noise that enters the detector is generated by the sky
radiance. The background noise power level that is inserted in the detector after fist being
filtered in frequency is given in Watt by the following expression [28,33]:

Ppack = Hygq X Qpoy X A, X A4 (8)

Proc. of SPIE Vol. 12777 127772N-6
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where H,,, (W/m?sr um) corresponds to the background radiance energy density, 2., (sr)
is the telescope’s Field of View (FOV), 4, (m) is the telescope’s capture area and A\ (um) is
the receiver’s band pass optical filter width. The background noise power level is converted
into single photon counts per second (cps) and then multiplied by the detectors effective
gate opening to result in a probability of receiving a background noise count per gate
opening as follows:

Pback
Proise = gate X CPSpackground = Lgatex (h x f)

(€))

,where ty,.. is the effective gate duration time of the single photon detector and h X f
corresponds to the energy of a single photon of frequency £ It is evident by equation (8)
that reducing the duration of the SPD’s gate can act as temporal filtering, therefore
improving the SNR of the photon signal detection.

3.7 Decoy-State QKD Protocol

In this study the DV-QKD Weak-Vacuum Decoy State BB84 Protocol was used. Whereas
the theoretical unconditional security of the BB84 protocol has been proven [34], additional
security enhancements should be considered when moving towards real life
implementations. To tackle the Photon Number Splitting (PNS) attacks the decoy states
are introduced, affording therefore higher mean photon numbers per pulse [20,35]. The
normalized SKR (bps/pulse) is lower bounded by the following inequation [20]:

SKR
f = CI{Q1[1 — H,(e))] - Quf(Eu)Hz(Eu)} a0
rep

,where gis the protocol efficiency, the subscript x is the average photon number per signal
in signal states, Q, and E, are the gain and the Quantum Bit Error Rate (QBER) of signal
states, respectively, Q; and e; are the gain and the error rate of the single photon state in
signal states, respectively, f(x) is the bi-directional error correction rate and H,(x) is the
binary entropy function.

To continue, considering the finite post processing block size, statistical
fluctuations of the visibility have been included. The noise rate is expressed in terms of
noise photons per gate duration time. For the calculation of the SKR, we assumed security
against restricted collective attacks and followed the methodology reported in [36,37]:

A
SKR 2 frep % 4 {011 = Ha(eD)] = Quf (B)Ha(E) = | X Naend an
N
,where 1,,,4 accounts for the reduced detection rate due to SPADs dead time [38], f (E”)

accounts for the non-ideal error correction efficiency and N, for the total number of
transmitted signal states, whereas the value of 4 is calculated to be [36]:

2 1
A=7X JNH x log, (85 — Spe) + 2 X log, (2 vy P Sec)) (12)

Where N, is the total number of received signal states and &, €, £, € account for the
smoothing parameter, parameter estimation parameter, the error correction parameter,
and the overall security of the final key parameter respectively.

Proc. of SPIE Vol. 12777 127772N-7
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4. SIMULATION ASSUMPTIONS AND RESULTS
4.1 Simulation Assumptions

In this study, only the downlink case was taken into consideration. The wavelengths of
1550nm and 800nm were examined, which exhibit a good atmospheric transmittance
window, with an overall vertical transmittance calculated to be 0.8 and 0.6 respectively
according to MODTRAN tool, under good atmospheric visibility conditions [39]. To emulate
the effect of turbulence, the refractive index structure parameter on the ground level was
set to be 1.7 x 107** (m~2/3) and the wind speed on ground level to be 10m/s. Since only
the link is assumed to be operating at nigh-time conditions, the background sky radiance
was set to be 1.5 X 10™* (W /m?srum) and 1.5 x 10> (W /m?sr um) at 800nm and
1550nm respectively, which accounts for new moon and clear sky conditions [4,33,40,41].

The satellite nodes are assumed to be equipped with a 200mm telescope aperture
transmitter. For the calculation of both pointing loss and turbulence loss the outage
probability was set to be 1%, whereas the pointing error variance was set to be 0.6purad
[42]. Finally, the QKD communication was assumed possible only at elevation angles
greater than 20 degrees.

On the OGS side, the receiver telescope apertures that were assumed are
mentioned in Section 2 and vary between 1.2m and 2.28m, whereas the receiver’s telescope
FOV was assumed to be reduced to 100prad as suggested in [5,7], to minimize the effect of
the background sky radiance and improve the overall SNR. Regarding the single photon
detection, Superconducting Nanowires Single Photon Detectors (SNSPDs) were assumed,
with detection efficiencies at 0.85/0.9, dead time at 25/10ns and dark count rate (DCR) of
250/10cps at 1550nm and 800nm respectively [43]. The gate duration time was set to be
1ns and the detector’s interferometer visibility was set to 98%. The optical signal is
assumed to be coupled into an optical fiber and being filtered with a narrowband optical
wavelength bandpass filter with a passband of 0.2nm and 1.5dB insertion loss before
entering the SNSPDs [44]. The telescope-fiber coupling efficiency was set to 30% [45].
Finally, an additional 1.5dB loss is considered as detector’s setup loss.

Regarding the Decoy-State BB84 parameters, the mean signal and mean decoy
photon number were optimized respectively considering the overall link transmittance
[20], whereas the signal: decoy: vacuum ratio was set to 2:1:1 [12], resulting in an overall
protocol efficiency q=1/4 [20]. To continue, the bi-direction error correction efficiency was
set to 1.22. Finally, to account the finite key size effect the smoothing parameter was set
to 9 X 10711, the parameter estimation parameter to 7.7 X 107! the error correction
parameter to 8 X 107! resulting to an overall security of the final key to 2.47 x 1071°[46].

4.2 MEO Feasibility Analysis

Since the LEO-to-ground satellite QKD links have been extensively studied, this section
focuses on the feasibility analysis of a MEO-to-ground satellite QKD link. For this section
the finite key size effect was neglected. Since the simulated MEO satellite constellation
orbits around the equator, the resulting elevation angle exhibits an upper limit for every
individual station. For OGSs located North the resulting maximum elevation angle is
smaller as it is depicted in Figure 2.

Proc. of SPIE Vol. 12777 127772N-8
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Fig 2. PDF of the elevation angles for various OGSs for a) MEO satellite constellation and b) LEO
satellite constellation.

At low elevation angles (e.g., 20°) the Line Of Sight (LOS) distance between the OGS and
the satellite can reach up to around 10900 km. To compensate the increased geometrical
loss, large telescope apertures need to be employed in the optical ground terminals. Figure
3 depicts the resulting SKR at elevation angles between 20 and 45 degrees for various
receiver aperture dimeters at 1550nm and 800nm respectively.
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Fig 3. Calculated SKR for a MEO-to-ground link over elevation angle over receiving telescope
aperture diameter for a) 1550nm and b) 800nm.

It is evident by Figure 3, that apertures larger than 1.2m are necessary to achieve positive
key rates at 1550nm in MEO satellite-to-ground transmission, for the given assumptions.
The main cause of the resulting relatively low normalized SKR values is the increased
geometrical loss. The minimum and maximum values of the geometrical loss only, for a
receiver telescope aperture diameter of 1.5m is calculated, at elevations 20° — 45° — 90°, to
be 34.1-32.6-31.5dB and 28.4-26.9-25.7dB at 1550nm and 800nm respectively. It should be
noted that in the current simulation the satellite-OGS LOS distance will be limited to no
less than 9200km since the maximum elevation angle that is provided for the selected
OGSs is limited to less than 45 degrees (Teide observatory, Tenerife, Spain).

4.3 LEO and MEO Satellite Constellation Performance

In this section the results of the LEO and MEO QKD downlinks over the period of one year
are presented in terms of SKR and distilled key bits. During this section it is assumed that
for every different satellite-OGS QKD communication an initialization procedure with a
duration of 120s precedes, during which the satellite is being tracked and the QKD system
is initialized. Furthermore, it is calculated that at least a total number of N = 3 x 10° bits
need to be exchanged to achiev&ioosefiSRIkYY RIS, 1a7gé20¢Pal, for every LEO satellite pass
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that lasts less than one minute (plus 120s for the initialization stage) the QKD was
considered inactive, since the key distillation would have been marginal. Considering this,
and by assuming an Alice’s repetition rate of 200Mhz, a minimum total number of 12 x 10°
bits can be transmitted during a LEO satellite pass, which considering an overall link
efficiency of about 1073 — 10~* [8] is sufficient to reach a total number of exchanged bits
greater than 3 x 10°5. In the case of MEO-to-ground communication, since the visibility
time window is approximately 50 minutes a total number of 6 X 10! bits can be
transmitted, once again assuming a link efficiency of about 10™* — 10~> are sufficient to
reach the block size limit of 3 x 10° bits.

In the current study it is assumed that every satellite and every OGS is equipped
with only one transmitting/receiving telescope respectively. At the time instances when
multiple LEO satellites are simultaneously visible by an OGS, the satellite with the higher
elevation angle is selected for the QKD communication.

The LEO satellites are visible by the OGSs in various elevation angles at every
pass, whereas the MEO satellites are visible with the same elevation angle every time.
Figure 4 presents the resulting normalized SKR (bps/f,.,) of pass of a 10 MEO and 100
LEO constellation over time.
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Fig. 4. Calculated normalized SKR over time for a) constellation of 10 MEO satellites and b)
constellation of 100 LEO satellites (only part of the consetllation is visible in the current figure) over
three hours over the OGS of Skinakas.

Different colors in Figure 4. account for different satellite-to-ground links. As it is evident
MEO satellites are able to provide a full-time coverage with ten times less satellite nodes,
since they offer a much larger visibility time window of approximately one hour. Assuming
a transmitter repetition rate of 200Mhz, the resulting SKR is calculated to be in the order
of tens of bps. On the other hand, LEO satellites can momentarily (for a limited time) distill
up to 102 times higher key rates and can offer a bigger volume of distilled keys over the
same period. To better compare the magnitude of secret key that are exchanged employing
LEO and MEO satellites, the Gbits of distill secret keys are presented in Table III and
Table IV over the period of one year. For this case we examine the keys that are produced
with constellations of up to 10 MEO satellites and up to 100 LEO satellites.

Proc. of SPIE Vol. 12777 127772N-10
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TABLE III. NUMBER OF YEARLY DISTILLED SECRET KEY GBITS AT 1550NM

OGS # of sat. 1 10 100
Orbit

Helmos LEO 4.15 38.1 244

MEO 0.4 2.88 -
Skinakas LEO 1.25 11.4 86
MEO 0.05 0.43

Cholomondas LEO 1.05 9.55 71.9
MEO 0 0 -

Teide LEO 1.71 15.6 153
MEO 0.28 1.84 -

It is evident by table III, that the total distilled Gbits of secure key for MEO satellites is at
about one order of magnitude lower compared to LEO satellites when employing large
telescope apertures as it is evident in the case of Helmos OGS. For relatively smaller
telescope apertures, and specifically for the OGS of Cholomondas which is located North,
thus providing a much lower average elevation angle, the resulting SKR is zero at 1550nm.
On the other hand, for OGS that are located South, (Teide, Tenerife, Spain in our case) the
volume of the resulting distilled Gbits for MEO satellite is only about six times lower
compared to LEO satellites. By employing a telescope aperture that is 0.76m smaller than
the telescope aperture diameter that is used in the OGS of Helmos, Teide observatory can
distill up to 70% the volume of the keys that are distilled in Helmos, whereas Skinakas
OGS, employing a similar receiver telescope diameter can only distill about 13% the volume
of Gbits distilled at Helmos.

Table IV provides the calculated amount of the distilled Gbits of secure key over a
period of one year for the four selected OGSs for the wavelength of 800nm.

TABLE IV. NUMBER OF YEARLY DISTILLED SECRET KEY GBITS AT 800NM

OGS # of sat. 1 10 100
Orbit

Helmos LEO 5.27 47.7 359
MEO 0.14 1.32 -

Skinakas LEO 1.61 14.4 123

MEO 0.07 0.59

Cholomondas LEO 1.35 12.1 103
MEO 0.01 0.04 -

Teide LEO 2.19 19.7 175
MEO 0.29 2.18 -

The results provided in Table IV indicate a slight improvement for both orbits and
especially for the case of LEO-to-ground satellite links. This improvement is observed due
to the increased divergence of the laser beam when using a shorter wavelength, which in
turn leads to a reduction of the geometrical loss. Surprisingly, the overall distilled Gbits
for the case of Helmos OGS were reduced, whereas the result for the rest OGSs was
improved. This is a result of the increased background solar radiance at the wavelength of
800nm. Since the OGS of Helmos employs a very large telescope, the amount of background
noise that enters the detector, according to equation (8), is drastically increased, thus
increasing the overall QBER. This side-effect could be mitigated by either narrowing the
optical filters passband or by reducing the detectors gate duration time, which can act as
temporal filtering. Finally, it is once again, it is evident by Table III, that for the case of

MEO-to-ground QKD, OGSs that are located relatively North are barely able to distill any
Proc. of SPIE Vol. 12777 127772N-11
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keys, whereas OGSs located South provide a much better performance.

5. DISCUSSION

In this study, a feasibility analysis of MEO satellite-to-ground QKD was presented along
with a comparison with LEO satellite QKD downlinks. Despite that a clear advantage in
low orbits is observed, medium orbits can offer a few benefits such as that a smaller number
of satellites is required to establish continuous communication, therefore less QKD nodes
are sent into space. In turn, the initialization procedure only takes place approximately
every one hour, unlike the case of LEO QKD, for which this procedure needs to be realized
every several minutes. Furthermore, tracking the many fast-moving LEO satellites might
be a challenge for large telescopes that are mainly developed for astronomical purposes
[21]. Although the resulting SKR for the MEO satellite-to-ground QKD links is relatively
low, it can be sufficient to support the refresh time required when the keys are fed to an
AES-256-bit encryption engines [47].

To continue, MEO satellite-to-ground QKD becomes much more efficient when the
satellite communicates with OGSs that are located close to the equator. Similarly to Tables
III and IV, Table V provides an additional comparison of the total number of the distilled
shared key Gbits between a single LEO and a single MEO satellite and three additional
OGSs over the period of one year [48]. For the results presented in Table V, a receiving
telescope aperture diameter of 1.5m, was assumed for all stations whereas the CFLOS
probability was neglected.

TABLE V. NUMBER OF YEARLY DISTILLED SECRET KEY GBITS AT 1550/800NM
# | Ground Country Latitude, Altitude | Max Distilled Distilled
Station Longitude (m) elev. Gbits LEO Gbits MEO
(deg) | 1550/800nm | 1550/800nm
1 | Singapore | Singapore 1.35, 103.82 55 87.68 1.35/1.7 0.7/0.96
Kourou French 5.16, -52.65 15 80.94 1.44/1.82 0.69/0.93
Guiana
3 | Panama Panama 8.54, -80.78 1057 74.97 1.42/1.79 0.67/0.89

The three OGSs that are given on Table V are located closer to the equator offering a much
better elevation angle when the MEO satellites are considered, thus enhancing the
performance of satellite-to-ground QKD links. Comparing the resulting total volume of
distilled Gbits between the two orbits, it is observed that LEO satellites could distill just
1.7 to 2.1 times more key bits compared to MEO satellites depending on the OGSs position.
By selecting several system components - such as the transmitter telescope aperture
diameter (i.e., 300mm aperture) and pointing accuracy - the overall MEO-to-ground link
loss can be further reduced, allowing thereby for increased SKR for the MEO QKD links.
By combining this set of parameters with a larger OGS network, MEO QKD links can be a
competitive approach compared to LEO QKD links. The above architecture should be
further investigated in a larger OGS network to export complete conclusions.

6. CONCLUSION

To conclude, this study aims to contribute towards a broader investigation of the
applicability of QKD systems in MEO constellations. A feasibility analysis of MEO and
LEO constellation-to-ground QKD has been presented. By modeling both the satellite
constellation orbits as well themtmgspherig channabinebuding various phenomena such as



ICSO 2022

Dubrovnik, Croatia

International Conference on Space Optics 3-7 October 2022

cloud presence and turbulence, we numerically estimated the performance of the QKD
downlinks for both satellite orbits over four different OGSs. Considering MEO satellites,
QKD has proven to be feasible, under nighttime conditions providing an adequate
performance which is enhanced if the OGS is located closer to the equator. A comparative
study between low and medium Earth orbits has been presented, the outcome of which
showed that similar performance can be obtained both by LEO and MEO QKD links. The
results are reported in terms of annually distilled key Gbits per ground station.
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